
DEPARTMENT OF THE ARMY
UNITED STATES ARMY INTfLLlGENCE AND SECURITY COMMAND

FREEDOM OF INFORMATIONIPRIVACY OFFICE
FORT GEORGE G. MEADE. MARYLAND 20755-5995

REPL Y TO
ATTENTION OF:

September 14, 2001

Freedom of Information!
Privacv Office.

Mr. John Young
CRYPTOME
251 West 89th Street
Suite 6E
New York, New York 10024

Dear Mr. Young:

a. Your Freedom ofInformation Act (FOIA) request of March 29. 2001, for records
concerning various dossiers. Your request was received in this office on April 18, 2001.

b. Our letter of April 20, 2001, informing you that additional time was needed to review the
records and we were unable to comply to the 20-day statutory time limit in processing your
request.

We have conducted checks of the automated Defense Clearance and Investigations Index and
a search of the Investigative Records Repository to determine the existence of Army intelligence
investigative records responsive to your request.

We have located the enclosed records pertaining to West Germany Intelligence Services,
ZF400132W. We have completed a mandatory declassification review in accordance with
Executive Order (EO) 12958. As a result of our review, information has been sanitized and 14
pages of records are denied in their entirety as the information is currently and properly
classified SECRET and CONFIDENTIAL according to Sections 1.3(a)(2), 1.3(a)(3), 3.4(b)(1)
and 3.4(b)(6) of EO 12958. This information is exempt from the public disclosure provisions of
the FOIA pursuant to Title 5 U.S. Code 552(b)(1). It is not possible to reasonably segregate
meaningful portions of the withheld pages for release. A brief explanation of the applicable
sections follows:

Section 1.3(a)(2) of EO 12958 provides that information shall be classified SECRET if its
unauthorized disclosure reasonably could be expected to cause serious damage to the national
security.

Section 1.3(a)(3) of EO 12958 provides that information shall be classified CONFIDENTIAL
if its unauthorized disclosure reasonably could be expected to cause damage to the national
security.



-2-

Section 3.4(b)(l) of EO 12958 provides that classified information more that 25 years old is
exempt from automatic declassification if it would reveal the identity of a confidential human
source, or reveal information about the application of an intelligence source or method, or
reveal the identity of a human intelligence source when the unauthorized disclosure of that
source would clearly and demonstrably damage the national security interests of the
United States.

Section 3.4(b)(6) of EO 12958 provides that classified information more than 25 years old is
exempt from automatic declassification if it would reveal information that would seriously and
demonstrably impair relations between the United States and a foreign government, or
seriously and demonstrably undermine ongoing diplomatic activities of the United States.

Since the release of some of the information deleted from these records would result in an
unwarranted invasion of the privacy rights of the individuals concerned, this information is
exempt from the public disclosure provisions of the FOIA per Title 5 U.S. Code 552 (b)(7)(C).

In addition, information has been sanitized from the records and ten additional pages are
denied in their entirety as the release of the information would reveal the identity of confidential
sources. This information is exempt from public disclosure pursuant to Title 5 U.S. Code 552
(b)(7)(D) of the FOIA. The significant and legitimate governmental purpose to be served by
withholding is that a viable and effective intelligence investigative capability is dependent upon
protection of confidential sources. It is not possible to reasonably segregate meaningful portions
of the withheld pages for release.

The withholding of information by this office is a partial denial of your request. This denial is
made on behalf of Brigadier General Keith B. Alexander, the Commanding General, U.S. Army
Intelligence and Security Command, who is the Initial Denial Authority for Army intelligence
investigative and security records under the rOIA. You may appeal this decision to the
Secretary of the Army. If you wish to file an appeal, you should forward it to this office. Your
appeal must be postmarked no later than 60 calendar days from the date of this letter. After the
60 day period, the case may be considered closed; however, such closure does not preclude you
filing litigation in the courts.

During the processing of your request, information was disclosed which is under the purview
of another government agency. This office has no authority to release these records and they are
being referred, along with your request, for appropriate action under the FOIA, and direct reply
to you.

We are coordinating with another government agency concerning the releasability of their
information contained in the records. We will inform you as to the releasability of the
information upon completion of our coordination.
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Weare continuing to review records regarding other titles you have requested and will
respond to you by separate correspondence when our review is complete.

If you have any questions concerning this action, feel free to contact Mrs. Reilly at (301) 677-
4742. Please refer to case #869F-Ol.

Sincerely,

Russell A. Nichols
Chief, Freedom of Information!

Privacy Office

Enclosure
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Freedom of Information Act/Privacy Act
Deleted Page(s) Information Sheet

Indicated below are one or more statements which provide a brief
rationale for the deletion of this page.

c=J-Information has been withheld in its entirety in
accordance with the following exemption(s) :

It is not reasonable to segregate meaningful portions of the
record for release.

c=J Information pertains solely to another individual with no
reference to you and/or the subject of your request.

~nformation originated with another government agency. It has
been referred to them for review and direct response to you.

l J Information originated with one or more government agencies.
We are coordinating to determine the releasability of the
information under their purview. Upon completion of our
coordination, we will advise you of their decision.

DELETED PAGE(S)
NO DUPLICATION FEE
FOR THIS PAGE.

IAGPA-CSF Form 6-R
1 Sep 93
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Freedom of Information Act/Privacy Act
Deleted page{s) Information Sheet

Indicated below are one or more statements which provide a brief
rationale for the deletion of this page.

/

~Information has
accordance with

been withheld in its entirety in
the following exemption{s):

5 use 552a (b) (1) 5 use 552a (b) (7) (0)

It is not reasonable to segregate meaningful portions of the
record for release.

L I Information pertains solely to another individual with no
reference to you and/or the subject of your request.

c=J Information originated with another government agency. It has
been referred to them for review and direct response to you.

r=l Information originated with one or more government agencies.
We are coordinating to determine the releasability of the
information under their purview. Upon completion of our
coordination, we will advise you of their decision.
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$£CURl TY Q.AS: TlON I)J HI)

flU NO. 1.~st German Federal
ACSI-SC IntelfiQence Service J-C>

.: flDM DATE 1 7 AN 962 'OMMEHT HO.1 If
-<hi ef I S8ewrity I))...i 8i~~ Chi ef, C1 Branch J. 1 !

)ID

: nsMCljDEP ACSI Colonel '~lgand/74ll91 ]lU~
~ Chief, C1 Branch J. 1 !

)ID

In addition to background factors covered 1n the briefing, the pre-
vious OF to tbe ACSI and fact Sheet to the Chief of Staff were .entioned.

..

DISPOSITION FORM

-

Suse 552a

1though the USAREUR operation in ~es Hm ~
some years ago, the problems inherent in this are very current.

files are in USARECRCentral Registry in Stuttgart, Germany.
numerous ramifications of this case:

There are

5 use 5523

1- _a. USARECR willingness to furnish their file

L
on such a sensitive matter.

~ '~se of information from these files and future USAREL~

[~,) \1\relligenJ rela~onShiPs with German agencies.
- ,

cJ . ,

5 use 552a

I
d. The vast ~~,~of detail in th~ files (between

10 and 17 volu..es) whic\, .,as requested. C

~.~ -

~) -.
- . - - .

4. (0) Chief, C1 Branch would like tO,lend Ir._ 11 who 15 familiar
with background and current factors in this .atter, to Heidelberg for 8 hurried
three day visit for following reasons: ~,

,\1 J,'':)

~
b. To t"nsure complete III'Flerstanding between DeSI, USARErR and OACSI

on hanuling of 1nfoymation.

--

a. To expedite action

o
.II. .. ~ .~; QrTJ:;1 o. ....



. .

__ _~~ . _A_

ACSI-SC~

SUBJECT( 'West German Federal Intelligence Senice)R1

c. For simplicity of handling - As noted, this is an unusually
complex problem. By dealing direct with action personnel in Heidelberg and
Stuttgart, much confusion and wasted correspondence and time can be saved.

d.
the outset.

Any potential inter-agency hanky-panky can be eliminated from

r:- e. DCSI, USARECR, staff, which is not aware of much of the back£round

~this
matter can he hriefed, and coord

!fated
policy on release of information

5. (C) In order to forestall possible confusion and erratic action on this
problem, it is strongly urged that a decision be reached on this proposed action
today. Recommend Chief, Security Division, and Deputy ACSI, approve and si~n
message to Heidelberg and travel orders request. (TABS B [, C)

6. (C) The follo~-up Fact Sheet for the Chief

l.
SJ3ff ~s.beinQ prepared. ----

(Directed by General Leonard upon receipt of follow-u
I

5 U3C &52a (~,) (1) '// /-
~'-~~ ~'£d~,

JACh L. \l;CIG.-\\D
Colonel GS
Chief, CounterinteJ Jigence Lranch

3 I nc I , -

~1. TAB A
dtd 15 an 2 ~/I incl

_ ~~RE1 It-; ORI\
2 B B - Msg to Heidelberg

SECRET ,._~ _

3. TAB C - Request for TOY
Orders - UNCLASSIFIED

----.. ~ ~
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RECORD Of ACSI PRLc;L"'''ATI~
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S 'USt 1552~ (0) (1)

SUBJECT ~ t r.eI'1lan
a

BRIEFER DIV1S1O'-J

..
DATE ~ PRESENT ATI a.J THE

-
AWIEJK'.E (LIST I~TAA'T Pf.RSCNS a\1ERE ArrLlCABL[)

HAiS A"W O1N\T;; USLiJ

r

-

J

Dt,,:.;:;rz~~~ ~\ ',i ,_ _' .

..: ..~,h..';:J ..eJi~.,iie..
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ACSI/US'CI/5ecurity Division
Lt Col R. M. Pyle!car/73S9to

II
\-, Incidentally coincidini with the Br1th.h sec;uTity Kandals, the tiest

Gtrwm GonmMnt has brought to u1.al three of its cithens on c.harges

of espiona~e for the Soviet Union. Althouffl the case lac~5 the IUTid

sens~tion.alism a.c.c.orJed the British caStS, the actu.Jl da!!'.a;;e in ter:r.s

co.prCRised information W'ciSextei15ivc.

6Use 552a (b)
I

)

~.~-

I

1

r

L
-

1___- -



.

~.-

~,

c

,

~~.

-~
,

"-,
j;.

~~-

~(b)(1)

~....
~-.
\..

~lit

~.

"'II

,
f

~..

fbJrl)

---- '-

-

t

1

/

--~
----....
---

j-
-

t.

-

-

,



.,

\.
~

c

-

I S e '3 S 2

.
i

r - .",:, t ', ,

:I 101

---~



I
L I

1_1

J

,
J

f J
< - . ,.)~

, 1 J
- -.- j ~I - .

I

;

a.

i

~~~~CV9
1 \

s~u REGP./S2D 2> ~ I l
0: J ,c\ ~\oL'-- \'-"
D/ 1'5.~: _G~.:rO!JPA
IL: . -. '} i-v0 5.:1..J.l~

/

J
WEST GERMAN FE.Dt:RA1 INTr,LLIC;~CE SE..~VICt:

Mr. Secretary:

On 8 July 1963 West Germany brought three West GermanE to trial on

charges of 8!pionage for the Soviet Union. :

. I-102
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HEADQUARTERS)
66TH COUNTER INTelLIGENCE CORPS GROUP

UNITED STATES ARMY, EUROPE
.APO 154 US ARMY

'0.

(b)(1)
1. i.fer.nce 18 _de to lClt 7-55, Su~jeotf.-

'.i1. dat.d

f:
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UVC-oPI "'20529, Y01 II "'2&4881
IllJlC!. !apl...fttat1oD.t ICI 1-55 (V)

00(1)

,

. .--- -- - -- ~-
-

,.-
at

.-.
~

1
~
C?_.-....-

e.f

4. (CO~UL) Ilat.r1al "taiDed 11! oonA~\1OB w1\h 41r8ot1~.
.,.01f1.4 in ,.ralJ'8ph 2 w11l \e euba1 tie4 1Jt aooordanoe wi \h aoral
nport1nc proo.dure. tor 66\h CIC Group.

,. (nCLA8SI7IU) "patine data oa!mot " ~4etnw1J1e4.

.'''In I. PlOt
Colonel, CXLO
Co -dU«
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Cb)(7)(() _
CLASSIFICATION CJUNGED TO

8UBJ!rTI'C ) CCtITIDENTIAL b1 8lthorit1 or A!;o!s, G-2
.

.
. b1~r.~, 2lJII1u&J71955.

- -. 1If'-.
_ 1UBJ!C'r, -.or£. ~) ...141C--c t.a 1'52 ~ -)
.-' 6C .)~ ~ ... 1947atU 8ar8 1'" .. ..pr.".s at
,~~ tbe 11IL!P!LDOrtiwaoe ~\ b 1IJIIOM/w.a8b, ... Jl'"8lt17 ~
: .,. \Ik. IU.JI Ott108 &8a Id.li \&2"7-.,.rt. iftUabl. Wona u. ta-

ticat... toUt IU!J!CT'. a'lOol.at.1emwith the ILUI OtN. "pn 1D
~t 1952, at. wh1chU... ~T WI 1"Jlt.ad a 1AaT. .f ablt'ne. ~
hi. 4uU.. at \he V.Wr::LD Ordnan.. Depot. 80 \hath. eould. "!"ft a. JCTt

C
~

'. )t t.b. W..t..m IklropMn Defen.. Con- c:
'.NM. t\81d 111,.~ D'1,,~t 8Om.b. 1J;BJr.;CTI,lMn .f ab.eno. ho8 ~~
\h. 11IU.SrtU> 0 ce D8pot .nded in September 19 S2 at. t.he f:
.~..t .t t --'h. ~V~.~.IM'T, Der t'
Beaurtra«e d.. . nl e1'" ar e 81 t der V.Z'lMhr\ma d.r Ulierten "'t:..;;
'ru'OP811 Zu nhaen,.,n:!en ,",en. !UEJECTI. 8r.IplOJllent. at. t.h. VJU...~P'EU) ........

Ordnano. Depot va. ot~oiu11 \e~lnated em '1 .rch 195). (1-2) 8

19 J8ZN&rT1"5

. In ooM.ctlon w:lth SUEJECT'.8plo;runt by tho IUJ1I Ort':\e.,
i~-. J"8'pOrt.~~at SJ~ va. .ponaored b1(

( _
l'

t.he B\mdeekMd8l'U1t, who.. aiite aJBJT.cTva. dunn! Wor
hCt War U ~ ~.rnd on tho .tort or '1014 llarahal

~"t--'
,-

e:- -) (~)c hi.r .f 8t.aft at. the Ua. .. General &nil
SP::.w£l..

. ::r

, -
,(:~

uIY-
\f- ','

c
l
f .j

!'hit orpniut1on bat J".o81* 1ntoru.tian S.ndioattD~ \hlt SUIJ!2:T
1, po111bJJ a IPD I)'mp&th1..r. kch 1nt'ol"8&t1onrelat.. \0 \he u".
when St1BJtC'r_I 8I=>1.q8d at tb. nm.sn:u> Ordnance t)eopot.a. a Section
Oh1.f(_ ~ AlleledlT. 8JBJu:T, whil. _
8Iplo,.I, nh'N4 \0 eoop41ra\.e w1u?'hcNrit1 Ott1oW. at. \h8 I1W1"EU>

. 01'dn&aN Depot. Sa &rftJ\PnI t.r \It. U'OUJ'C8 .r ..t"'t.&1n iDtiri.ciw8
Wbo"" ~P"I 1A ~rd.\' ut,.1.1\.le.. (c-.2) 1\ 1. al80 all.,ed
Uaat aIBJICT, 8ft \b. tont1'V7, tOaIln.nt17 p n M8IZNrdn.. 111~.
8Mt.la II1Ih 8tfic.1mq rat.1np u4 a..11\,84 b \heir rapid prc8Otlcm.
(0-,) hnh82", a IPJ)Maber ... l.por1.8d a. "Tiq "'crlbed a7JJET
.. a m 178P&t.b1HJ'.(1-2) . '.
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11 al tollaw.s
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